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Abstract 
 

The study aimed to assess cybersecurity awareness among university students 

in Vadodara, India, using the Theory of Planned Behavior (TPB) framework. 

The study involved 242 students from selected universities, selected using a 

snowball sampling method. Data was collected through Google Forms and 

email, and the Statistical Package for the Social Sciences (SPSS) programme 

was used for statistical analysis. The majority of students were young (18-23 

years old), with moderate internet usage and primary digital competency skills. 

Only 17% reported experiencing issues during cyber surfing. The study found 

that most students had low awareness, lower knowledge, and negative 

perceptions about cybersecurity. Most students followed unsafe cybersecurity 

practices and had a negative attitude towards cybersecurity. The study also 

examined the correlation between TPB constructs. 

Keywords: Cybersecurity, University students, Theory of planned behaviour, Digital 

competency, knowledge, self-perception, actual skills and behaviour, attitude 

 

 

I. INTRODUCTION 

Nowadays, cyberspace is an integral part of existence, yet twenty years ago, this concept appeared like 

something out of science fiction. Cyberspace is the term used to describe the virtual environment or 

computer world made possible by the Internet. The internet, which comprises the “World Wide Web (www), 

User Network (USENET), and IRC (Internet Relay Chat)," is the greatest portion of cyberspace 

(Redmonster.In., 2022). Today, the usage of the internet penetrates every facet of life. In the twenty-first 

century, people spend a lot of time online, whether it is for work, school, fun, gaming, or any other reason. 

The Internet and Mobile Association of India (IAMAI) and consulting firm Kantar predict that by 

2025, there will be nearly 1 billion internet users in India. More than half of all online shoppers in the nation 

use social commerce platforms, which have enabled over 500 million digital transactions. Furthermore, by 
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2025, it is projected that half of all students will be enrolled in online courses. The aforementioned statistics 

highlight assures the security pressing necessity of augmenting cyber awareness campaigns and executing 

innovative endeavours to and durability of India's swiftly growing digital terrain. The public's awareness of 

cyberspace is being raised through events like National Cyber Security Awareness Month (NCSAM) and 

campaigns like "Cyber Swachhta Abhiyaan: Cyber Hygiene Campaign. “These initiatives, along with the 

establishment of organizations like the National Cyber Coordination Center and the Cyber Swachhta 

Kendra, show India's ongoing commitment to increasing cyber security awareness and readiness. Protecting 

the interests of the growing online population as the digital ecosystem grows, however, will require 

increased efforts from the government as well as from other stakeholders in order to prioritize and develop 

cutting-edge cyber awareness initiatives. (Pramshu, 2022, May 17). 

Confidentiality, Integrity, and Availability (CIA) Triad - The three essentials for data protection are 

confidentiality, integrity, and availability; however, problems with any one of them may impact the other 

two. The CIA trio lays out the fundamentals of an efficient digital asset protection approach. It is a 

fundamental cybersecurity paradigm that provides the foundation for the creation of security regulations 

intended to safeguard data. These three key concepts of the CIA Triad are observed as follows: Information 

must be kept confidential so that only those with the proper authorization can access it. Integrity is connected 

to data reliability and validity. The data must be accurate, and any changes must be obvious. Accessibility 

is crucial since data is only useful if it is available. 

University vulnerability to cyber threats and attacks at the global level and in India- Although almost 

every major industry confronts severe cybersecurity concerns, in the last two years, cyberattacks have 

increased in frequency against higher education institutions around the world, posing a severe threat to the 

security of scientific data and education. As there have been so many attacks on educational institutions 

lately, the industry is on high alert. 

Significance of cyber security awareness- When the COVID-19 pandemic began, students wishing to 

advance their education without attending classes or training facilities paid close attention to online 

computing platforms. Nonetheless, this has attracted the unwanted attention of threat actors and advertisers 

hiding behind legitimate links, attachments, and websites. In addition, threat actors most frequently 

impersonated Zoom, Moodle, and Google Meet among other online learning platforms in the second half of 

2021, according to Kaspersky, which reflects the importance of cybersecurity awareness amongst university 

staff and students in higher education institutions. To seek answers to the research questions, it was decided 

to conduct a research study on “Cybersecurity awareness among the university students of Vadodara, 

Gujarat, India in 2022–23 considering following objectives." 

Objectives of the study : 1. To prepare the profile of the selected university students of the Vadodara; 

2. To assess cybersecurity awareness using the Theory of Planned Behavior (TPB) constructs, viz., 

knowledge, self-perceptions, actual skills and behaviours, and attitude, among the selected university 

students of Vadodara; 3. To study the differences in the TPB constructs, viz., knowledge, self-perceptions, 

actual skills and behaviour, and attitude, among the selected university students of Vadodara concerning the 

selected variables; 4. To study the co-relations within the TPB constructs, viz., knowledge, self-perceptions, 

actual skills and behaviours, and attitude, in the context of cybersecurity awareness. 
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Null Hypothesis of the study : There will be no co-relation within the TPB constructs, viz., knowledge, 

self-perceptions, actual skills and behaviours, and attitude toward cybersecurity awareness. 

 

II. METHOD 

Icek Ajzen developed the Theory of Planned Behavior (TPB) in an attempt to predict human behaviour 

(Ajzen, 1991). It is a psychological theory that connects beliefs and behaviours. According to the theory, an 

individual's behavioural intentions are shaped by three key factors: attitude, subjective norms, and perceived 

behavioural control. Keeping in mind the operational definition of cybersecurity awareness in the present 

study, the most fitting Theory of Planned Behavior (TPB) framework used by Chandarman R. and Van 

Niekerk, B. (2017) in their study entitled “Students’ Cybersecurity Awareness at a Private Tertiary 

Educational Institution” has been adapted in the present study. Conceptual framework of the study is as 

follows. 

 

 
Figure 1. Conceptual Framework of the Study 

 

This methodology section outlines the procedures utilised to carry out the present study: 
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Figure 2. Methodology 

 

2.1 Population of the study 

The population of this study includes students from selected government and private universities accredited 

by the University Grants Commission (UGC) of Vadodara, Gujarat, India. 

 

2.2 Sample of the study 

The sample of this study is 242 students from government universities, i.e., Maharaja Sayajirao University 

of Baroda, and private universities, viz., Parul University of Vadodara. 

 

2.3 Construction of the Research Tool 

The researcher developed a structured questionnaire tool in the English language regarding cybersecurity 

awareness, which comprised background information, internet usage patterns, a scale for digital 

competency, a knowledge test, a self-perception scale, actual skill, and behaviour, as well as an attitude 

Population of the study 

Sample of the study

Construction of the research tool 

Decription of the research tool

Validation of the research tool

Reliability of the research tool

Pre-testing of the research tool

Ethical consideration

Collection of the data

Scoring and Categorisation

Plan for statistical analysis

https://comdev.pubmedia.id/


 

Journal of Community Development | E-ISSN. 2747-2760 | Volume: 4, Nomor 2, December, 2023,  Page: 139-156 

 

Page 143 of 156 

 

https://comdev.pubmedia.id | Indonesian Journal Publisher 

scale, to gather information for the present study's data collection. A Google form was also created for the 

data collection. 

The tool was developed after reviewing relevant literature, books, and websites, as well as narratives from 

real-life incidents  involving people regarding cyber security awareness. 

 

2.4 Description of the tool 

A questionnaire with seven (7) sections has been prepared to study cybersecurity awareness among selected 

university students in Vadodara. The questionnaire primarily consisted of two components: 

 

Table 1.  Research Tool Sections and Response System 

Section Parameters 

Total 

No. of 

items 

Tools Response system 

Section A Demographic 

Profile of the 

respondents 

9 Multiple 

choice 

questions 

Selecting an appropriate option from a given list which 

best applies to the respondent and wherever it is 

instructed, fill in the blank with the right response. 

Section B Part A - Internet 

Usage Pattern 

9 Multiple 

choice 

questions 

Selecting an appropriate option from a given list which 

best applies to the respondent and wherever it is 

instructed, fill in the blank with the right response. 

Part B - Digital 

Competency 

15 Interval scale 3 Point rating scale (Adapted from 

http://eprints.bournemouth.ac.uk/23477/) 

Section B Part C - Issues 

encountered 

during cyber 

surfing 

7 Multiple 

choice 

questions & 

open-ended 

questions 

Selecting an appropriate option from a given list which 

best applies to the respondent and wherever it is 

instructed, fill in the blank with the right response. 

Section C Student’s 

cybersecurity 

knowledge 

15 Multiple 

choice 

questions 

Selecting an appropriate option from a given list which 

best applies to the respondent. One Correct Answer 

Section D Student’s self- 

perception of 

cybersecurity 

skills 

14 Interval scale 3 Point rating scale 

Section E Student’s actual 

cybersecurity 

skills and behavior 

10 Multiple 

choice 

questions 

Selecting an appropriate option from a given list which 

best applies to the respondent. One Correct Answer 

Section F Student’s 

cybersecurity 

Attitude 

14 Interval scale 3 Point rating scale 

 

 

2.5 Validity and Reliability of the research tool 

The tool was given to seven experts, to assess the effectiveness of content based on relevance, logical order, 

use of language, and appropriateness of response systems. To assure internal and external consistency, the 
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tool's reliability was assessed. The reliability of the questionnaire was evaluated with the test-retest method. 

The result of the reliability test was found to be 0.851. 

Each of the TPB framework's constructs was examined for internal consistency using Cronbach's Alpha 

coefficient test. For high internal consistency the score must be over .7 and, in the present study, α = 0.914, 

which shows the questionnaire is reliable and is significant and acceptable for further research. 

 

2.6 Ethical Approval of the Study by IECHR Committee 

The study was presented to IECHR Committee for ethical approval and was approved by the ethical 

committee with ethical approval number IECHR/FCSc/M.Sc./2022/18. 

 

2.7 Data Collection 

To study cyber security awareness among the university students of Vadodara, Gujarat the data was collected 

from 242 university students aged between 18-28 years of Vadodara by the researcher in person as well as 

using an online platform, i.e. Google form. The link for Google form was shared with the respondents’ using 

emails and WhatsApp. 139 samples were collected through online mode, whereas 103 were collected offline 

mode. In total, 242 amongst which 116 male students and 126 female students submitted valid responses. 

Questionnaires which found incomplete, ambiguous were dismissed. 

 

2.8 Statistical Analysis of the Data 

Table 2. Different Statistical Measure Used for the Analysis of The Data. 

Sr. No. Purpose Statistical measures 

1 Demographic profile of the students Percentages 

2. Overall knowledge, Self-perceptions, actual skills and behavior, 

attitude (as per TPB framework) for Cybersecurity awareness of the 

students 

Percentages 

3. Differences in the knowledge, self-perceptions, actual skills and 

behavior and attitude (as per TPB framework) regarding 

cybersecurity awareness of the students 

Mann-Whitney U, 

Kruskal Wallis Test, t-

test and ANOVA 

4 Differences in the co-relation within TPB constructs viz, knowledge, 

self-perception, actual cybersecurity skills and behavior and attitude 

Correlation 

 

2.11    Formula used for Correlation base. 
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Table 3. Categorization of Scores in Correlation 

Correlation Range 

Not correlated < 0.1 

Weak 0.1 – 0.2 

Moderate 0.2 – 0.5 

Strong > 0.5 

 

III. RESULTS AND DISCUSSION 

3.1. Demographic profile of the respondents 

Table 4. Variable-Wise Frequency and Percentage Distribution of the Selected  

University Students of the Vadodara (n=242) 

Sr. 

No. 
Variables Categories 

Frequency 

(n) 

Percentage 

(%) 
1 Age Young(18-23yrs) 156 64.5 

Old(24-29yrs) 86 35.5 

2 Gender Male 116 47.9 

Female 126 52.1 

3 Type of University Government 106 43.8 

Private 136 56.2 

4 Year of study Undergraduate First year 47 20.0 

Second year 66 27.0 

Third year 35 14.4 

Fourth year 20 8.0 

Fifth year 1 0.4 

Post-graduate First year 31 13.0 

Second year 42 17.0 

 

Demographic details of the respondents were as follows:  

 The majority of the students, i.e., 64.5%, were in the category of young students (18–23 years). 

 Little more than half of the respondents, i.e., 52.1%, were female.  

 More than half of the respondents, i.e., 56.2%, were studying at private universities, and the rest 

were from government universities.  

 The high majority, i.e., 70% of the respondents, were undergraduate students in their first to fifth 

years of study (20%, 27%, 15%, 8%, and 0.4%, respectively). The remaining 30% of the respondents 

were postgraduate students in their first and second years of study. 
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Table 5. Frequency and Percentage Distribution of the Selected University Students of the Vadodara According to 

the Variables Internet Usage Pattern and Digital Competency Level (n=242) 

Sr. 

No. 
Variables Categories 

Frequency 

(n) 

Percentage 

(%) 

5 Internet usage pattern Moderate users 147 60.7 

Heavy users 95 39.3 

6 Digital competency Beginner 171 70.7 

Intermediate 71 29.3 

 

 The majority of the respondents, i.e., 60.7%, were moderate internet users.  

 The high majority (70.7%) of the respondents were found with a primary level of digital competency skills 

i.e., beginner, followed by 29.3% of them with advanced digital competency skills, i.e., intermediate. 

 

Table 6. Frequency and Percentage Distribution of the Selected University Students of  

the Vadodara According to Cyber Victimization (n=242) 

Sr. 

No. 
Variable Category 

Frequency 

(n) 

Percentage 

(%) 

7 Cyber victimization Yes 40 16.5 

No 202 83.5 

 

 The high majority of the respondents, i.e., 83%, had not fallen victim to online crimes, whereas 

17% of respondents had fallen victim to online crime. 

 17% of the respondents responded that they have faced issues during cyber surfing. Among them, 

35% and 30% reported issues related to phishing emails and malware, respectively. 

 

3.2. Theory of planned behaviour: core constructs 

 

Table 7. Co-relations Between TPB Constructs Viz, Knowledge, Self-Perception, Actual Cybersecurity  

Skills and Behaviour and Attitude for Cybersecurity (n=242) 

Correlation within TPB Constructs viz Knowledge, Self-perceptions, Actual skills and behavior and 

Attitude  

Knowledge 

score 

Self-

perception 

score 

Actual 

cybersecurity 

skills and 

behavior 

score 

Attitude score 

Knowledge 

score 

Pearson 

Correlation 

1 .401** .345** .399** 

Sig. (2-tailed) - 0 0 0 

N 242 242 242 242 

Self-perception 

score 

Pearson 

Correlation 

.401** 1 .327** .625** 

Sig. (2-tailed) 0 - 0 0 
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N 242 242 242 242 

Actual 

cybersecurity 

skills and 

behavior score 

Pearson 

Correlation 

.345** .327** 1 .314** 

Sig. (2-tailed) 0 0 - 0 

N 242 242 242 242 

Attitude score Pearson 

Correlation 

.399** .625** .314** 1 

Sig. (2-tailed) 0 0 0 - 

N 242 242 242 242 

**Correlation is significant at the 0.01 level (2 tailed) 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Co-relations between self-perception, and attitude for cybersecurity 

 

 

a. CSA and overall knowledge of the respondents 

 More than half (53.7%) of the respondents had less knowledge of cybersecurity, followed by 

less than half (46.3%) of them knowing cybersecurity. 

Differences in the knowledge of the selected university students of Vadodara regarding 

cybersecurity concerning the selected variables. 

 There was a significant difference found in the respondents' knowledge regarding 

cybersecurity in relation to the variable, viz, digital competency. 

 There were no significant differences in the cybersecurity knowledge of the respondents in 

relation to their age, gender, type of university, internet usage pattern, and year of study. 

 

b. CSA and overall Self-perceptions of cybersecurity skills of the respondents  

 The majority of the respondents, i.e., 67.4%, had unfavourable perceptions, whereas one-

third of the respondents, i.e., 32.6% had favourable perceptions. 

Differences in self-perception of the selected university students of Vadodara regarding 

cybersecurity skills in relation to the selected variables 

https://comdev.pubmedia.id/


 

Journal of Community Development | E-ISSN. 2747-2760 | Volume: 4, Nomor 2, December, 2023,  Page: 139-156 

 

Page 148 of 156 

 

https://comdev.pubmedia.id | Indonesian Journal Publisher 

 There were significant differences found in the self-perception regarding the cybersecurity 

skills of the respondents in relation to the variables, viz., gender, type of university, and 

internet usage pattern. 

 There were no significant differences found in the self-perception of cybersecurity skills of 

the respondents in relation to variables viz. their age, digital competency, and year of study. 

 

c. CSA and overall Actual skills and behaviour of the respondents 

 Almost the majority of the respondents, i.e., 58.3%, used to follow unsafe cybersecurity skills 

and behaviours in the real world, followed by little more than one-third, i.e., 41.7% of them, 

following safe cybersecurity skills and behaviours. 

Differences in the actual skills and behaviour of the selected university students of Vadodara 

regarding cybersecurity in relation to the selected variables 

 There were significant differences found in the actual cybersecurity skills and behaviour of 

the respondents in relation to the variables viz, age, type of university, and digital 

competency. 

 There were no significant differences found in the actual cybersecurity skills and behaviour 

of the respondents in relation to their gender, internet usage pattern, and year of study. 

 

d. CSA and overall Attitude of the respondents 

 The majority of the respondents, i.e., 68.2%, had a negative attitude, whereas little less than 

one-third of the respondents, i.e., 31.8%, had a positive attitude. 

Differences in the attitude of the selected university students of Vadodara regarding 

cybersecurity in relation to the selected variables 

 There were significant differences found in the attitude regarding cybersecurity of the 

respondents in relation to the variables viz, gender, type of university, and digital 

competency. 

 There were no significant differences found in the attitude regarding cybersecurity of the 

respondents in relation to their age, internet usage pattern, and year of study. 

 

3.3. Differences in the co-relationships between TPB constructs, viz, knowledge, self-   perception, actual 

cybersecurity skills and behaviours, and attitude 

 All four TPB constructs in the present study, viz., knowledge, self-perception of skills, actual 

skills, and behaviour and attitude, revealed positive connections with one another. 

 The association between self-perception of skills and attitude of CSA has been found to have the 

strongest positive correlation; however, the rest of the three constructs showed a moderate 

association with one another. 

 

The study revealed that the majority of the respondents had low awareness regarding cybersecurity. 

While daily technological breakthroughs make our society more linked than ever and simplify our daily 

lives, they also increase the risks to our privacy by putting our personal information at risk, making it crucial 
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for everyone to be aware of cyber security. In cybersecurity, human error is responsible for data breaches 

that are either unintentional or the result of negligence. It includes activities like downloading infected 

software and using a password that is too easy to guess. The obligation to respond rapidly to the increasing 

number of cybersecurity threats is placing academic organizations under pressure when they're targeted the 

most. Higher education organizations are compelled to develop a vulnerability management life cycle 

because attackers have been employing an attack life cycle. University students still don't have a good 

understanding of how to protect their data, although they think they are monitored online and that even on 

institutional systems, it is not secure. Additionally, it appears that educational institutions do not actively 

work to boost university students' awareness of these problems and their understanding of how to safeguard 

themselves against future cyberattacks, such as identity theft or ransomware. 

This implies that a complete solution is required since the root reasons for university students' poor 

cybersecurity knowledge, negative self-perception, unsafe or dangerous cybersecurity skills and behaviours, 

and negative attitudes may be complicated. 

 

IV. CONCLUSION 

In nutshell, the findings of the present study regarding the constructs of the TPB framework exhibit 

positive results in the current investigation. The association between knowledge, one's impression of one's 

talents, i.e., self-perception, one's real skills and behaviour, and one's attitude towards cybersecurity is 

nonetheless good. This suggests that improving students' understanding and skill sets may have a positive 

impact on their actual abilities, behaviours, and attitudes related to cybersecurity. 

Ultimately, there may not be enough mentors or role models in the field of cybersecurity for students 

to look up to and learn from. By setting up awareness campaigns and seminars, it is crucial to teach students 

more about the value of cybersecurity and the necessity of protecting their digital devices as well as their 

data. It can be beneficial to make materials on cybersecurity accessible, such as social media, blogs, online 

courses, and other resources, to increase awareness and encourage safe conduct. University students can be 

protected from cyber dangers and assist in creating a safer online environment by raising their level of 

understanding of cybersecurity. The study on cybersecurity awareness among university students concludes 

that more education and training are required in this area. Hence, following types of research can be 

undertaken in the upcoming times : 1. This study can be taken up on a larger scale by including parents and 

teachers along with students to measure CSA; 2. The needs and expectations of school and university 

students for CSA can be studied; 3. A comparative study assessing cybersecurity awareness of government 

school-going children versus private school children can be conducted in Gujarat and other states of India; 

4. A research study on designing and developing cybersecurity training interventions for students' 

cybersecurity awareness in Gujarat or other states of India can be conducted; 5. A comparative study 

assessing cybersecurity awareness for various audience settings can be conducted in rural, tribal, and urban 

areas of Gujarat and India; 6. A comparative study assessing cybersecurity awareness of working women 

Vs housewives can be conducted in Gujarat and India.
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